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(U} Executive Summary

(UAFOUD) Bitcoin—a decentralized. peer-to-peer (P2P) network-based winuwal currency—
provides a venue for individoals w generate, transfer, launder, and steal illicit funds with some
anonymity. Bitcoin offers many ol the same challenges associated with other virual currencies,
such as WebMoney, and adds unique complexities for investigators because of its decentralized
nature.

(U/FOUQ) The FBI assesses with medium confidence” that, in the near term, cvber criminal s
will treat Bitcoin as another pavment option alongside more traditional and established virtual
currencies which they have litle reason to abandon. This assessment is based on [luctuations in
the bitcoin exchange rate in 2001 and limited reporting indicating bitcoins are being accepted as
pavment by some cyber criminals.

(UAFOUCY) The FBI assesses with low confidence, based on current user and vendor acceplance,
that malicious actors will exploit Bitcoin o launder money. This assessment is based on
ohserved criminal activities, investigations, and prosecutions of individuals exploiting other
virtual currencies, such as e-Gold and WebMoney. A lack of current reporting specific o Bitcoin
resiricts the confidence level.

(UAFOLUO) Even though there is no central Bitcoin server o compromise, the FBI assesses with
high confidence, based on reliable industry and FBI reporting, that criminals intending o steal
bitcoins can target and exploit third-party bitcoin services and an individual’s Bitcoin waller.
Malicious actors can compromise personal computers and accounts using malware and hacking
techniques to steal users” bitcoins and use botmers 1o generate bilcoins.

(UAFOUO) Bitcoin will hikely continue to attract cyber criminals who view it as a means o
move or steal funds as well as a means of making donations o illicit groups. I Bitcoin stabilizes
and grows in popularity, it will become an increasingly useful tool for various illegal activities
beyvond the cyber ralm. Since Bitcoin does not have a centralized authority, law enforcement
faces difficulies detecting suspicious activity, identifying users, and obtaining transaction
reconls—problems that might anract malicious actors o Bitcoin. Bitwoin might also logically
attract money launderers and other criminals who avoid raditional financial systems by using the
Internet to conduct global monetary transfers.

(UAFOLIO) Although Bitcoin does not have a centralized authority, the FBI assesses with
medium confidence that law enforcement can identify, or discover more information about
malicious actors if the actors convert their bitcoins into a ffaf currency. Third-party bitcoin
services may require customers o submit valid denufication or bank information o complaie
transactions. Furthermore, any third-party service that qualifies as a money franso e r must
register &8 a money senvices business with the Financial Crimes Enforcement Network (FinCEN)
and implement an anti-money laundering program.

" (L) See Appendix A for a glosary oftems. All terms included in the glossary are ilicized on their first use.
AL Bee Appendix B for a description of confidence levels
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(L) Scope Note

(UAFOLUO) The Cyber and Criminal Intelligence Sections, with contributions from the FBI
Detroit Division, initiated this intelligence assessment to explore the unique aspects of the P2P
virtual corrency Bitcoin. This assessment does not attempt © judge the likelthood of Bitcoin’s
long-term success as an alternate payvment method, but explores how bitcoins (or any future
virtual currency similar o Bitcoin) are raded and how criminals can use them w conduct illicit
activity. This assessment draws primarily on intelligence from JTanuary 2001 through April 2002,
unless otherwise referenced [or historical perspective.

(UAFOUO) This is the FBIs first Criminal and Cyber intelligence assessment related o Bitcoin.
In January 20012 the Counterterrorism Division disseminated an intelligence bulletin that
explored the potential o conduct illicit linancial transactions vsing Bitcoin. Disseminated FBI
mtelligence products on other virtual currencies include: ¢ U} Cyber Criminal Explaitation af
Electromic Payment Systems and Vintual Currencies, dated 23 Febroary 200 Land ¢ U} Cyber
Criminal Exploitation of Real-Money Trading, dated § June 2011, both of which discuss cyber
criminal misuse of viriwal currencies for money laundering. While Bitcoin is a distinet viral
currency, the overarching analytic judgments in this intelligence assessment about the use of
virtual correncies by criminal entities are consistent with these previous intelligence products.

(UAFOUD) This assessment will not address malicious actors outside of the cyvier underground,
such as traditional organized crime groups, extremist groups, or child predators. Throughout the
paper, the term “Bitcoin,” when capitalized, refers 1o both the open source software used o
create the virual currency and the P2P network formed as a result; “bitcoin™ using lower case
refers to the virual currency that is digitally traded between users.

UNCLASSIFIEDYFOR OF FICIAL USE ONLY
{1 Sowrce Summeary 5 tate ment

{ LWFOLO) The FBIused open source reponting extemively in this intelligence assessment, both in suppaont of
FEBI reponting and to provide backeround information on Bitosin. FBI sources vany from uneonrohosaied to highly
relible. FBI case information citing oriminal activity is considened highly reliabk because i B from FBI
employess of FBI sources with direct access to the information .

{ LWFOL Oypsen source information comes from different online resources describing products or services
affered 1o conduct monetary iransactions and ane, there fone, considerad reliahle.

{LUWFOLION The FEIacknowledges thait participants in the hitcoin economy have an incentive toemphasize the
popularity of Bitoein, However, Bitooin users also need relisble information shout Bitcein and the bitosin

[T e rate. For the purpodes of this assessment, the FBI assumes that the bod v of open sowrce information
describing Bitcoin is generally indicative of the irwe aie of the Bilcoin economy.

{ LIWFOLION Mo contradictony information was found betwoen FBIL and opsen source repaorting. Owverall, the FEI
considers the body of reporting o be consisient and plavsible in the context o fihe bitesin envinonment.

UNCLASSIFIEDZFOR OFFICIAL USE ONLY



UNCLASSIFIEDAFOR OFFICIAL USE ONLY

(17 Introduction

(U) Bitcoin” is a decentralized, P2P network-based virtual cumency that is traded online and
exchanged ino US dollars or other currencies. Bitcoin, when paired with third-party services,

allows users o mine, buy, sell, or accept UNCLASSIFIE D

bitcoins from anywhere in the world. Bitooin's

decentralized feature is unique amon ~_:ir1uul L L e

-:ur!'enqe_ni.r‘lﬁrhl.le Bnmmﬁm-ehmem e (U} As of 18 April 2012, the thind-panty

maintain Web sites providing guidance 1o the bitcoin trading platform Mt Gox recorded

Bitcoin community, they do not have a more than 58 million in wansactions

centralized database or authority. The P2P conducied over the past 30 days through Mt

network issues bitcoins through the mining Gox irading, an average of more than

process and validates all transactions. Since S276,/M0) per day.

Bitcoin does not have a centralized authority, » (U7} Acconding i Bikainas of Apedl 2012,

detecting suspicious activity, identifying users, T T L e T

and obtaining transaction records is circulation. * With the average market price in

problematic for law enforcement. April 2012 between $4and 35 per bitcoin, the
FEl eslinales ithe Bjt_‘:qm Eﬂmy wis wonth

(L) Despite the virtual nawre of Bitcoin, users e LA

value the currency for many of the same s (L) From May 2011 Bitcoin values fluctusted

reasons people trust Federal Reserve notes: with exchange rates on ML Gox ranging &

they helieve they can exchange the currency for Ly L e e

poods, services, or a national currency at a later Drecember 2011

date. Assuch, Bitcoin is currently accepled as a
form of payment at hundreds of legitimate retailers including vendors selling clothing, games,
music, and some hotels and restaurants. In addition, the unregulated nature of Bitcoin,

combined with its other unique features, attracts criminals o this form of payment and transfer
method.

(U} Unigue Features Present Distinet Challenges for Detecting and Stopping It Activity

(UAFOLIO) FBI reporting and anal vsis reveals that cyber criminals use electronic payment
systems and virtual currencies” as a way to launder money and to purchase or sell eyber poods
and services in furtherance of their criminal objectives.” Bitcoin, like these other virtual
currencies, provides opportunities for criminals to ransfer, launder, or steal funds. Bitcoin is
unique because it is the only decentralized, P2P network-hased virtual currency. The way it
creates, operates, and distributes bitcoins makes it distinctively susceptible o illicit money
transfers, and manipulation through the use of malware and botnets.

N See Appendix C for a description of how Bitcoin works.

* (LI The Bitcoin source code is hosted on Github (hups:#github. com/bitcoin/bitooin), a code sharing Web sie
whene deve kepers can work and submil changes. Acoording w0 bitosinaos g there is a goup of six cone developers
These developers presumably contral which changes are accepied on G ithub.

(LI For example, WebMoney, Libeny Reserve and Pecunix.
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(UAFOUO) All Bitcoin ransactions are published online,” but the only information that
ientilies a Bitcoin user is a p}aeudumndnml}-“ generated Bitcoin address, making the
transaclions some what anonymous (see text box ). This potential anonymity is distinet from the
anonymity provided by other electronic payvment systems. For example, WebMoney and Liberty
Reserve—which may allow users 1o register with false information, lel suspicious activity go
unnoticed, or are located in a country that is not friendly 1o US law enforcement—snll operaie as
companies with centralized organization capable of instwting programs o ensure compliance
with the Bank Secrecy Act (BSA).

(UAFOLIO) As a decentralized digital currency svstem, Bitcoin lacks a centralized emh}-]'" and is
incapable of conducting due diligence (e.g., regulatory guidelines), monitonng and reporting
SuUspicious aclivity, running an anti-money laundering compliance program, or accepting and
processing legal requests like subpoenas.

UNCLASSIFIED
(U How Anoaymous iz Blicodn?

(L Bitooin's ancnymity depends on the actions of the user. While some news articles have luded Biicoin a5
“untraceable digial corrency,™ " the “About Bilcoin™ page on bitosin.org does not list anoaymity a5 & featune of the
:3.||'rer||=:].r.'2 All Bicoin transactions ane published online and nternet Protocol (IP) addresaes ane linked o the public
Bicoin transactions. If a vser does nod ancnymize his or her [P addoess, anineesied pany can identify the
individual's physical location.' ™" Additicnally, in July 201 | reseaschers from the Univessity College Dublin,
Ireland, demensirated “the inherent limits of anonymity when using Bitosin™ by conducting passive analysis of

var s iypes of public Bicoin information, such & wansaction records amnd user postings of public-privaie keys.
The rescarchers suggest that law enforcement agencies or other coniralized services (such &5 excfenige s or retailers)
whi havie acoss bo less public infiormation (bank account information or shipping addresses) can connecl even morne
real world identifiess 1o Bitcoin wallets and transaction histeries. "

(07 ) Whet Users G Do To Irerease Amoeoandpy™ 04,5

(L Creste and use & new Bilcoin address fior each incoming paymend.

(L Bowie all Bitcoin iraffic through an anonymzer.

(LN Combine the balance of old Bitcein addresses inie a new address o make new paymenis.

(L) Use a specialized money laundering service.

(U s a thind-pany eWallet service 1o conselidake addnesses. Some third-pany services offier the option of
creating an eWallet that allows vsers o consolidate many bitcoin sddress and store and easily access teir
hitooins from any device.

o (L) Individuak cancreaie Bitcoin clients o seamlessly increase anonymily {such s allowing user io
choose which Bilcoin sddresses to make payments from), making it easier for non-technically savvy users
Lo anenymize the i Bitooin (ransac ions.

(U} Biteoins Used to Purchase Dlicit Goods

(UNFOUCY) The FBI assesses with medium conflidence that, in the near term, cyber criminals
will treat Bitcoin as another payvment option alongside more traditional and established virtual
currencies such as WebMoney, which they have little reason w abandon. This assessment is

" (1N Bicoin addresses are paeudorandom—de fined by freedictionary. com as “of, relating 1o, or being random
numbers generated by a definite, nonrandom computational process™.
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based on [Tuctuations in the bitcoin exchange rate in 20011 and limited reporting indicating
bitcoins are being accepled as pavment by some cvber criminals. IT the exchange rate for bitcoins
stabilizes” and Bitcoin becomes more widely accepted by vendors and illicit sellers on the
Internet, cyber criminals may increasingly use bitcoins o purchase illegal goods and services and
o fund illegal activities.

o (UAFOUD) As of October 200 1, a cyber criminal selling a Zeu§ botnet Trojan advised
that he only accepled pavments through Bitcoin, Liberty Reserve, or WebMoney,
according o a collaborative source with gond access, whose information has not been
corroborated. ™

* (U} According to open source reporting as of June 2011, an online marketplace called
Silk Road was selling illegal drogs and only accepled pavment through Bitcoin. 5ilk
Road allowed pamies 1o communicate anon ymously for the purchase and sale of illegal
goods, w inelude the purchase ofillegal narcotics, in addition 1w using Bitcoin.
Customers could also leave feedback about their purchase experience in a system similar
to other online sellers. ™

s (UAFOUD) Asof June 2011, a member of the online hackifvise group LulzSec was using
Bitcoin 1o purchase a botnet, according o an FBI source, some of whose reporting had
been corroborated but that had reported for less than one }e.-u‘.ﬂ

*  (LWFOUD) According o open source reporting, a8 of June 2001 a member of Lul.a,;‘;ec
claimed the group had received over 518,00 in Bitcoins from fans and .f.uj:q:n-u:nrln-':r.ni.'1
Bitcoin allowed LulzSec o receive

donations without revealing the UNCLASSIFIED
identities of the owneis of the

recipients. LulzSec provided updates () Decentplizd Athorfty ¥ olncmbilitics

about the donations they received by s (' Noani-money lsundering software or
thanking donors publicly via status moniloring capabilities to identify suspicious
updates on the social networking site monelary patems.

Twitter.

& (LN Mo identification of scooun owners of

thei 1location.
(U) Money Laundering 1 actal location

o (LN No historical reconds of wansactions
(UAFOLD) The FBI assesses with low mssnc ated with real world identity.
confidence that malicious actors will exploit
Bitcoin to launder money. The conflidence
level is based on observed criminal activities,

# (L) More difficalt to identify the oginal
apurce of funds companed 1o other online

U TEn 5.
investigations, and prosecutions ol individuoals
laundering money through other virtual # (L) Law enforcement cannod target one
currencies, such as e-Gold and WebMoney. A central ocation or company for investigative
lack of reporting specific to Bitcoin restricts purposes of 1o shut down the sysiem.

“(U In 2011 the exchange rate for bitcoins Auctuaked from about $1/bicein in February 1o $30/bitcoin on # June 1o
abou F5/biicoin in Ocober. {www. bitcoine hars.com)
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the conflidence level. Since Bitcoin does not have a centralized authority (see text box on page
sin), law enforcement [aces difficalties in detecting suspicious activity, identifving users, and
obtaining transaction records—problems that might attract malicious actors 1o Bicoin. IT Bilcoin
becomes more widely accepted among vendors and users, the FBI anticipates seeing increased
Bitcoin money laundering activities.

o (UAFOUO) Asof June 2001, organized criminal groups were using an online role-
plaving game o [acilitate money laundering by purchasing virwal game currency with
the proceeds of criminal activity, according to an FBI sub-source of unknown reliability
whose reporting has not been corroborated. The virwal game currency was used 1o
purchase in-game virtual items that were then sold to other plavers for “clean |t1|-.1.rm';;.-.“3'L

* (UAFOUD) In Ao gust 2000 an FBI source with direct acoess but of und eter mined
reliability stated that he used fake names o register for WebMoney, a viral currency
electronic pavment system, accounts which he used as part of a money laundering service.
The source catered o cvber criminals who earned money from carding activities but who
were not able to ransfer money out of the United States by themselves. ™

(UAFOUCY) The FBI further assesses with medium confidence, based on previously witnessed
misuse of other virtual currencies, that malicious actors could increase their anonymity by
laundering their bitcoins through third-party Bitcoin services registered outside the US. Some of
these services act as exchangers or transmitiers {see text box on page eight) that convert virtual
currencies to fiat currencies {or other virtwal currencies) or transfer bitcoins between members.
Offshore services may provide additional anonymity by allowing currency exchange or money
transfer without verifying user identification or enforcing any monetary exchange limits.

* (LAFOUD) As of June 2000 unknown subjects created 3,000 online me mbership
accounts using 16,00 bank accounts at a US banking institution, according Lo a source
with direct access and whose information has been corroborated. Using the online
accounts, the perpetrators obtained fravdulent funds from victims by receiving payments
for nonexistent auction items: these funds were then used 1o purchase gold from gold
farmers. The subjects then sold this gold for real numey;lu others not linked 1o the
malicious actors—using a dedicated third-party service.”

* (UAFOUDY) As of February 2000, an identified individual operated a Web site offering
money laundering services where cyber criminals could view the progress of their
transactions, according to a reliable, cnll.-jhﬂrml:-f: source with excellent access. The
mndividual laundered mone v using WebMoney. .
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(L) Third-Party Bitcoln Services

(L Bitooin, like most vinual currenc e s, requines individuals to use a thind-pany service to trade bitosins for fat
currency. Buying, selling, or trading in hikcoins—or converting bitcoins inde another cumency—unaust be done
using third-pany businesses putside the Bicoin P2P sysem. The number and d versity of these third-party
businesses provide wers with opiions. for moving and poientially lsundering their money, ="

(L Warious third-pany bitosin services can, of ane usad o, ﬁ:ﬂjlﬂe trade between individuals and businesses,
by and sell bilcwins, o comwen bilcoins nto ofher currencies.” Users who do not want i use an intermediagy
third-party can alse post “buy™ and ".rd]“ erders on #hikein-oie, a Bikcoin markeiplace located onthe fesnode
Mrferme s reloy clear (TRC) network. =

(L0 I Juldy 200 | FinCEN revised the definition of “money iransmission service™ o mean “the scoeplance of
curmency, funds, or other value that substituies for cumency from one person and the iransm Bsion of cumency,
funds o other value to another location or persen by any means.” i s likely that the business models of many
third-party bitoein services qualify them as moeney transmitiess, and therefore money services businesses (MSE),
under 31 CR Part 1010, DTS, Third-pany bitosin services that qualify as moeney transmiters and who wish
i operate legitimake ly must regiger with FinCEN, imple ment anti-money lundering programs, retain cerain
record s, and file suspicious activity reporis and cumenc y iransactions reponis & requined. Additonally, since any
third-party Bitcoin service that fallk wnder the MSBE mle would do so 55 8 money transmitter, fene is nod a
transactional threshold (such as 1000 per day) that muost be met for the r?ﬂmmm:pp]].r unlike dealers in
foreign exchange of issuers or sellers of chac ks or monetary instruments. ™ { Note: Incenain staes, third-party
bikcoin services would ako be required & obiain a stste license ).

(UGB U Law enforcement might have opponunities o discover real user identifying information from some
third-pariy Bicoin services bocause users mus provide the servioes with real payment acoound information o
by, sell, wade, and convert their bitcoins. For example, the Terns of Service for the thind -pany bitcsin irading
platform Mi Gox siates “memberns agree o provide Mi. Gox with accurate, cumrent and complete infommation
about thenselves as prometed by the registration process, and keep such information quhm:l.““

(U} Theft of Bitcoins

(UAFOLICOY) The FBI assesses with high confidence, based on reliable industry and FBI reportin g,
that criminals intending to steal bitcoins can target and exploit third-party Bitcoin services and an
individual"s Bitcoin wallet, principally because there is no central Bitcoin server o compromise.
Malicious actors can compromise personal computers and acoounts using malware and hacking
techniques to steal uses” bitcoins. Additional techniques involve the creation of botnets o
compromise victim computers and servers instructing them to mine hitcoins.

* (L) In mid-June 2011 researchers from a major computer security firm, whose reporting
has bean reliable in the past, discoverad the malware “Infostealer.Coinbit™—the first
ma lware designed o steal bitcoins from compromised users” Bitcoin wallet. The malware
is capable nt‘tnt’mmb users’ computers and transferring their digital Bitcoin wallet to a
server in Poland.”

* (L) In June 20011 a Bitcoin user postad a message on a Bitlcoin forum stating that 25 (00
of their bitcoins had been stolen from an unencrypled Bitcoin wallet on their
compuler. AL the Tune exchange rate of about 520 per bitcoin, the estimated value

of the loss was 5500, (K.
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s (L7 On 19 June 2001, a compromise involving the third-party bitcoin trading platform M
Gox led to an attempt w0 sell 57 million in bitcoins, driving the rading price 1o near zero
before trading was suspended. *-4-+

« (LAFOUD) According w a complaint received by the FBI's Internet Crime Complaint
Center in April 20011, an individual had 680 bitcoins stolen from his online game site. Al
the time of this incident the market price was 58 per bitcoin, creating a loss of $5,440.%

(L) Thejt of Services for the Purpose of Mining Bifcoins

(UAFOLIO) FBI and open source reporting indicates that malicious actors can ex ploit the way
bitcoins are penerated by compromising victim computers and instructing them o mine bitcoins.
Criminals first install malware on a victim's computer, then use these compromised computers o
generate hilcoins.

*  (LAFOUD) An identified Internet security researcher who has reporied reliably in the
past identified ZeuS malware that installed software that mined bitcoins. This ZeuS
software was spread by links placed on an identified social networking site. ™

* (U} According to unconfirmed open source reporting from a major periodical whose
reporting has proven reliable in the past, a botnet made up of 100,00 infected computers
could be used w generate 57,500 worth of bitcoins per day, at late June 2011 exchange
rates, by using the computing resources of victim machines.*

(L) Since large-scale bitcoin mining requires a large amount of costly processing power and
electrical energy, some miners have resoried o “bormwing” processing power [rom larpe
computing clusters through computer intrusion. In addition to unauthorized access 1o networks,
there have been incidents where unauthorized use of a network had been linked to Bitcoin
mining.

* (LAFOUD) FBI reporting from a reliable source indicated that in late May 2011, an
unknown actor usad several machines on a computing cluster at an identified Midwestern
university o manufacture bitcoins. ™ As of 26 May 2011, two IP addresses were used o
compromise 22 machines and six computer clusters. On 29 May 2011, two different TP
addresses compromised an additional five workstations and two computer ¢lusters. The
utiknown actor then used the compromised computers Lo aocess netwaorks at three other
wentified universities and wied o gain acess Lo wo oV ernment Facilities.

*  (LAFOUD) According o unconfirmed open source reporting, a system sdministrator for

acollege near New York City admived in a May 2011 interview o using the school’s
computers for Bitcoin mining unbeknownst w the school . *
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(U} Outlook and Implications

(UAFOLO) Biteoin will likely continue to attract cvber criminals who view it a8 a means 1o
transfer, launder, or steal funds as well as a means of making donations w groups participating in
illegal activities, such as hactivisis. As long as there is a means ol converting bitcoins into real
meofie v, criminal actors will have an incentive o steal them. Since maintaining anon vinity while
using Bitcoin requires that users not exchange or transfer their bilcoins using third-party bitcoins
services that require real world account information, the use of bitcoins o make donations o
disreputable groups (which can be done within the Bitcoin P2P sysiem) will likely remain one ol
the most popular uses for the virtual cumrency.

(UAFOUO) IT Bitcoin stabilizes and grows in popularity, it will become an increasingly useful
ool for various illegal activities be vond the cvber realm. For instance, child pornograph v and
Internet gambling are illegal activites already taking place on the Internet which require simple
pavment transfers. Bitcoin might logically attract money launderers, human tmllickers, terrorisis,
and other criminals who avoid traditional financial svstems by using the Internet to conduct
global monetary transfers.

(UAFOLIO) Although Bitcoin does not have a centralized authority, the FBI assesses with
medium confidence that law enforcement can discover more information about, and in some
cases identily, malicious actors, if the actors convert their bitcoins into a fat currency. Third-
party bileoin services may require customers o submit valid identification or bank information
1o complete transactions. Furthermore, any thind-party service that qualifies as a money
transmitter, and therefore a M5B, must register with the FinCEN and implement an anti-money
laundering pmgmm.“

(U} Intelligence Gaps

* (LAFOUC) Who is using Biteoin to circumvent BSA regulations (e.g., money
launderers)?

* (LAFOUCD) Which third-party Bitcoin services support illegal activity?

o (UAFOUCQ) Which criminal, nation state, and terrorist organizations are using Bitcoin o
finance their operations?

(U} Intelligence Collection Requirements Addressed in Paper

(UAFOLIO) This intelligence assessment will address requirements contained in the following
FBI National Standing Collection Requirements topics: Botnets contained in WW-BOT-CYD-
SE-0027-11, Money Laundering contained in USA-MLA-CID-SR-(032-10, Cyber Intrusions
with a Criminal Nexus contained in WW-CYBR-CY D-5R-0061-10, and Virmal Worlds/Online
Games contained in WW-CYBR-CYD-5R-0028-1 1.

(LI This assesament was prepancd by the Domesiic Theeats Cyber Inielligence Unit, Technology Cyber Intelligence
Unid, and the Financial Crimes Intelligence Unit ofihe FBL. Comments and querics may be addiessod doe the wnit
chiefs at 202-651-3051, 202-651-313% or 202-324-862%, respectively.
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(U) Appendix A: Key Terms

(L) Bitcoin wallet: A data file that stores bitcoin corrency (see appendix C). A user downloads
software Lo a personal computer or may use an online, third-party provider o create a wallet
(ofien called an eWallet) o store bitcoins.

(L) Botnets: Any group of two or more computers and/or mobile devices that are controlled
and/or updated remwdely for an illegal purpose. Bomets can be used w perform denial of service
attacks, send spam e-mail, hostillegal content, and may aid in most other types of online
criminal behavior,

(U} Carding: the act of trafficking and/or [raudulent use of stolen cradit cand account
information.

(L) Decentralized: No central administration, issuing authority, or database.

(U/FOUD) Cyber inderground: The extensive network of members engaged in cyvber crime
activities that have a unique language, an underground economy, a set of expectations about its
e mbers” conduct, and a system of social siratification based on knowledge, skill, and activities.

(L) Electronic payment syvstems: Provide a secure means of translerring money among parties
1o Facilitate e-commerce and operate using real money or virtual currency. Electronic payment
systems either allow pavments 1o be made between users, vendods, and other merchants, or they
only allow payments o be made between usems or accounts. There is both a regulated sector and
a sector operating outside regulatory systems.

(U} Exchangers: Online entities that, for a fee, convert cash, virtual currency, or digital gold
currency into the type of currency requested. In general, individuals must use an exchanger o
deposit monay ino an electronic payment svsiem account, unless the electronic pavment sysiem
has a physical location. Due to this fact, exchangers are a vital part of the money flow for
electronic payment systems and virtual currencies.

(U} Fiat Corrency: Money that has value solely due 1o govemment reégulation or law. Most
moedern currencies, such as the US dollar and the Euro are fial currencies.

(U} Freenode: An open source soft ware-focused Internet relay chat network.

(U) Hacktivists: Individuals or groups who attack computer systems to draw atlention o a
particular issue, influence public opinion, or punish perceived entities who oppose their
weological positions.

(L) Internet Relay Chat (IRC): A Torm of real-time Internet synchronous conference, mainly

designed for group communication in discossion forums called channels, but also allowing one-
lo-0ne COMmIMUNICALoN via privale messages.
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(L) Malware or malicions software: Computer soltware that [acilitates illicit activities, 1o
include data ex fltration, denial of service attacks, fraud, and spam dissemination.

(L) Mining, Bitcoin (also known as Bitcoin Creation, Bitcoin Generation, and Bitcoin
Manufacturing): The process of allowing the Bitcoin network o use a computer’s resources in
exchange for the possibility of earning bitcoins. The more computing power a user olfers, the
more likely they are Lo receive bilcoins,

(L) Money services business (MSB): Any person doing business in one or more of the
following capacities, wholly or in substantial part within the United States: 1 ydealer in a foreign
exchange: 2.) check casher: 3.) issuer or seller of traveler’s checks or money orders; 4.) issuer,
seller, -.wwredemmr of stored value: 5.) money transmitier; 6.) U.S. Postal Service (31 CF.R.
103.11).

(L) Money transmitter: A person that provides money transmission services. The term “money
transmission services” means the acceptance of currency, funds, or other value that substiutes
for currency [rom one person and the transmission of currency, fund, or other value that
substitutes for currency to another location or person by any means,™

(L) Peer-to-Peer (P2P): A tvpe of network in which each workstation has equivalent
capabilities and responsibilities. P2P is typically used for the transfer of data from one peer 1o
another and ane free programs that can be easily downloaded from the Internet. P2P file-sharing
i5 the primary source for pirated software. Some popularexamples include Limewire, Kazaa, and
Ginutel la.

(L) Pablic Kev Cryvptography (PRI A [ramework [or creating a secure method for
exchanging information based on public key cryptograph v. PRI uses a certificate authority (CA),
which issues digital certificates that authenticate the identity of organizations and individuoals
over a public svsiem such as the Internet.

(L) Real money: Coins or paper notes issued and backed by a povernment and used as a
medivm of exchange and measure of value.

(L) ¥irtual currency: Something used on the Internet that is in circulation as a medium ol
exchange but is not backed by a gover nment.

(U} ZenS Trojan: malicious software used by cyber criminals 1o steal online account
credentials.
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Appendix B: Confidence Levels

(L) High confidence generally indicates that FBEI judgments are based on high-quality
information from multiple sounces or a single highly reliable source, or that the natwre of the
ssue makes it possible o render a solid judgment.

(L) Medinm confidence penerally means that the information is interpreted in various ways,
that the FBI has altiernating views, or that the information, while credible, is of insufTicient
reliability 1o warrant a higher level ol confidence.

(L) Low confidence generally means that the information is scant, questionable, or very

fragmented: that it is difficult to make solid analviic inferences: or that the FBI has significant
concerns of pmblems with the source.
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(U Appendix C: How Does Bitcoin Work?

(U} To use Biteoin, an individual first downloads and installs the free Bitcoin software {client).
The application uses Public Key Cryptography (PRI) 10 avtomaticall v generate a Bitcoin address
where the user can receive pavments. The address is a unique 36 character-long string of
numbers and letters and is stored in auser’s virtoal “wallet™ on his or her local file sysiem. Users
can creste as many Bitcoin addresses as they like o receive pavments and can use a new address
for every transaction they receive.

(U7} T send biteoins, users input the address the v would like 1o send their bitcoins o and the
amaount of bitcoins they would like w wransfer. The user’s computer then digitall v signs the
transaction and sends the information o the diswributed, P2F Bitcoin network. The P2F network
verifies that the person sending the bitcoins is the current owner of the bitcoins they are sendin g,
prohibiting a malicious user from spending the same bitcoins twice. Onee the transaction has
been validated by the Bitcoin network, receivers can spend the bitcoins they have received. This
process usually akes a few minutes and is not reversible.

(L) The Bitcoin software program controls the rate of bitcoin creation, but it does not control the
market value of a bitcoin; the market value is determined by the supply of bitcoins in circulation
and people’s desire to hold or trade biteoins.” " Unlike most fiat currencies, in which central
banks can arbitrarily increase the supply of currency, Bitcoin is designed to eventually contain
21 million bitcoins;, no additonal coins will be created after that point, preventing inflation.

(U} Bitcoin was created in such a way that the chients “mine” bitcoins at a predetermined rate.
This chart illustrates the gmowth rate From 2000 1o 2033, the yvear the last new bitcoin will be
created.

Tadd Skomakw

HEORC O MO DD MM ORI N D MM NSO XK RO M D ST EE X
“ri

Spurce: (U Intemet site: Biteoin Wik “ Controlled Cumency Supply™
haype: S bitoodn. wiliAC ontrolled_Inflation: scoessed in § March 2012 The source B a community wiki aimed st
alkewing anyone 1o freely document information about Bitosin, Users must create a froe account with a valid e-mail
address o edit the Bicoin Wiki.
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Diistributiomn

DIVOCA

LEO

SIPRNet

ITWICS

NCTC 5 and TS

LNI

Australian Federal Police { AFF)
Metropolitan Police—Police Central e-Crime Unit (PCell)
Mew Zealand Police

Royal Canadian Mounied Police (RCMFP)
Serious Organised Crime Agency (S0CA)
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(11} Emdnotes

"{U Imernet site; Bitcoinehans com: “ M. Gox (USDidwoll S EPAY™

huip:Fhiceincharis com'markets/miges US Dhiml; scoessed on L8 Apeil 2012 the seurce provides financial and
technical data related io ihe Bitosin network and uses daily iniervals & display information. While this information
miay contain biases, the FBI assumes the information s generally indicative of the tree state of the Bitosin eoonomy.
* (U Imemet site; Bitcoin Block Exploer; “1otal be™; hitp:#blocke xplorer comvgitotalbe; sccessed on 18 Agpril
2012; The source is a Web site that posts information about Bitooin ransactions besed on oode dievelopad by a
vislunizer . While this may contain insccuracics, the FBI assumes the information 5 generally indicative of the tre
state of the Bitcein economy.

* (U Imemet site; Bitcoinehans.com; “ Markes™: httpfbiceinchans comfmarkets; accessed on 18 April 2002 the
spurce provides Financial and technical data reladed o the Bitcoin neiwoedk and wses daily indervals wo display
infornation. While this informstion may contain biases, the FBI sssumes the information is generally ndicative of
the wue state of the Bilcoin economy.

* (U Intemmet site; Bitooinehans.com: “ M. Gox {USDvdwolla/'SEPAY™

hitpe it cinchar s comdchans/niegex LS D_trades him; accessed on L8 Agpril 2002 the source provides financial
and technical data elaked io the Bitosin nework and uses daily intervals 1o display information. While this
information may contain biases, the FBI assumes the information 5 generally indicative of the tmue state of the

B icoin econsmy.

L ey ek, endnoie 1.

" (L) Imemet site; Github; “Bitcoinbitcein™; hiyps:github. com/hikcoinditooin: accessed on 19 April 2012; the
source B oa oode sharing Web site where developers can work and submit changes.

(U Inernet site; Bitcoin Wiki; “Trade™ haps:fenbitcoinivwikiTrade: accessed 18 April 2012; The source is a
community wiki aimed at allowing anyoene o frecly document infomation abowt Bicoin. Users muost create a free
acoount with a valid e-mail address to edit te Bitcoin Wiki. While this wiki is edited by the community and may
contain hizses, the FBI assumes the information accusately refleck businesses which accept bitonins as payiment.

! (L FBL: lnteligence Assessment: (L) Cvlser Cinied Exgplodioion of Elecronic Poavenent Syvskeses e Vi
Carrencies; 23 Febouary 200 1.

* (U Intemet site; Bitcoin Block Exploser; hitpefblocke xplosercom; accessed 1R Apeil 2012; The souro: is a Web
site that posis information aboul Bilcoin imnsactions based on code developed by a volunteer. While this may
contain insccuracies, the FBI asumes the information is generally indicative of the woe state of the Bilcoin

O Y.

" Iniemet site; Bitcoin.org: “Aboum Bitcoin™ hap:ih itos in.org/shout. aml: acoessed on ' Febrary 2012
Bilcoin.erg is the official Web site of Bitcoin. While this information may contain biases, the FBI assumes the
information i generally indicative of the troe state of te Bitcein econemy.

"L Insemet siie; Adrian Chen; Gawker; “The Underground Websiee Where You Can Buy Any Drug Imaginshle™;
| Jume 2000 1 hagpeSeawher comSR80592 BAhe -under groomd -we baite -whe re-you-can-buy-any-drog-imaginable |
sccessed on 2 June 200 1: The seurce is an online blog-orienied media site ownad by Gawlker Media.

AL e, et endnote 10,

FUy Inkemet site: Bitooin Wiki: “MNetwork™ hitps: Yenbitooin. itwikiMetwork: acomssed on 9 February 2012 the
source & oa communiy wiki aimed s allewing anyone 1o freely document information about Bitesin, Users musi
creaie a free accound with a valid e-mail address toedit the Bitooin Wikl While this wiki & edited by the community
and may contain biases, the FBI assumes the information is generally indicative of the tnee staie of the Bitcsin

CC T,

U Inemet Anticle: Jason Mick: Daily Tech; “Cracking the Bitcoin: Digging Into a $13 1M USD Vinual
Cumency™; 12 June 2011,

haipe e dailyiechcom'Cracking +he +Bic ointDigging+ Into+a+ 1 3 [ US D+ Yinual+Correnc yfanicle? [RTH.
m} accessod on ' December 201 1) The source is an online magaz ine publishing news, research and discussion on
curren and wpooming scienoe and information echnology Bswes

Py Online Article; Fergal Beid and Manin Harrigan; University College Dubling “An A nalysis of Ancaymity in
the Bitooin System™; 22 July 2011 hipVarxiver g8 _cachefarsivipd i L LOTL LD A524v Lpdf; accessed on 20
Cecembser 200 1 The suthoss are researchers with the Clique Besearch Cluster at University College Dubling Ireland.
" (U Indemet site: Bitcoin Wiki: “ Anonymity™: hitps:ifen. bitcoinivw ki Anonymity: accessed on 9 February 2012
the souros s a community wiki aimed at allow ing anyone to freely document information abom Bitooin, Lsars nmust
creaie a free account with a valid e-mail address ioedit the Bitooin Wikl While this wiki & edited by the community
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and may contain biases, the FBI assumes the information is generally indicative ofithe tnee state of the Bitosin

CC O,

YU Inemet site; Bitcointalk Forum: “Paiching the Bitooin Client 1o Make it More A nonymous™; 30 June 2011

haips: e ointalk. orgdindes . phpfopic= 24 T4 mag 30766 | #msg 307061 accessed on P Febouary 2002 the sourcs is

a forum dedicated w Biicoin discussions. Whilke this informaton may contain biases, the FBI assumes the

infornation i generally ndicative of the tree staie of the Bitooin development comnmunity.

s (U Indemet sibe; Timothy Lee; Forbes; “Tow Privaie are Bitooin Transactions™ ;14 July 2011,

Tt fio s coam i bes Simoaod o Tee 200 LANTYS L4 oo i vate- ane -bilosin-iransactions! accessad on 9 Febooary

2012 the sowrce B oan sdjunct scholar st tee Cato nsatitute with a masten's de gree in computer science. He & a

condribuior 1o Forbes, an Intemet madia company providing commentary, analysis, tools and real-fime e ponting to

business and investiment keadors.

Uy Insemet site; Thomes Lowenhal, Active Rhetoric Blog; “Bicoin: More Covent than it Looks™; 14 July 2011,

htpefac tivie rhetor ic wordpre s com 200 1AL Bitomin- mose -coven - than-it-leoks; accessed on'® Rebruary 20012 the

spurce & a blop.

A{UNFOUQ) FBL; IR 4 213 0829 12; 12 December 20013 18 Ocwber 201 1; “{UVFOLUO) Identification of

Individual Using Online Moniker Cipher” SBelling a Zeus Trojan Bomet on an [dentified US Wb site as of Ootober

20017 UNCLASSIHEDWFOR OFFICIAL USE ONLY; UNCLASSIFIEDWHORE OFFICIAL USEONLY: A

ool laborative souwrce with good acoess, none of whose reporting has been comroboraied for les than one year.

. e endnode 1 1.

= (USPOUD) FBL; 17 June 2001 June 201 1; FEBI Case Infornation; UNCLASSIFIEDSFOR OFFICIAL USE

ONLY  UNCLASSIFIEDGROR OFFICIAL USEOQNLY! an FBI source, some of whose repodting has baeen

cor s ated but that has reporiad for less than one year.

U Indemet site: The Next Web: “ Lulesee Claims to Have Received Over 518,000 in Donations™; 24 June 201 1:

hpeSthenesiwe booomnsider £200 LA 245 ule e -claima-io- kavie-nec i ved-over - | B000-wonh-of-donat ions;

accessed on |2 October 2001 the source B a technology bleg publihing news and views fiom an intemational
apeciivie.

E::.LL.'.l:"l-"l'}lL."l'}ljl FBL; 3 June 200 13 237 May 2011; FBI Case Information; UNCLASSIFIED:; an FEI sub-sousce of

unknown reliahility whose neponting has ned been comroboraed.

= {UNFOUD) FBI; 10 August 2010; & August 2009; FBI Case Information; UNCL ASSIFIEDYWFDR OFFICLAL

LUSEONLY:; UNCLASSIFIEDVEDR OFFICIAL UTSE ONLY; An FBIsource with firsi-hand scoess ioihe

information and whose reliability cannod be determined.

H{USPOUD) FBL IR 4213 4056 11; 15 August 20019 June 2000; “{UBRDU0 Crestion of Bank Accounts by

an Internet Bod For Use ina Massively Multiplayer Oaline Bole Playing Game and E-Commence Payment Sie

Scheme, June 20007 UNCLASSIFIEINEDE OFFICLIAL USEONLY; UNCLASSIFIEDWFOR OFFICIAL LISE

ONLY the souroe is an FBI agent.

FAUSPOUD) FBL; IR 4 203 4847 0% 11 August 2006 18 Febosary 2000 “(UGPOUO) Identificstion of Money

Lawndering Web Site Operated by Individual Linked o Intemet Frawd Schemes, a5 of Bebmary 20007

UNCLASSIFIEDGFOR OFFICIAL USEOQNLY: UNCLASSIFIEDWHRI R OFFICIAL USE ONLY: A collabosative

spurce with excellent access, much of whose reporting has been cormehoraied over the past two years. Source spoke

in confidence.

(U Inemeet site; Bitcoin Wiki: “Selling Bitcoins™, haps:/enbitcoin. ifwikiSelling_bicoins: accessed on @

Febouary 20012 the spurce is & community wild aimed at allowing anyone 1o freely docoment information shoa

Biicoin. sers nmst create a free scoount with a valid e-mail addsess toedi the Bitooin Wild. While this wiki is

adited by the community and may contain bizses, the FBI saumes the information is generally indicative of dhe e

atate of the Bitcein econamy.

Uy Indemet site; Biicoin Wiki: “Buying Bitooins™ hips:Ven. hitcoin. ivwiki/Buying_hitosins, acoessed on 9

Februany 200 2: the source s a community wiki aimed at allowing anyone to freely document information about

Bilcoin. Users must create a free scoount with a valid e-mail addsess o edit the Bitooin Wild. While this wiki is

adited by the community and may contain biases, the FBI assumes ihe information is generally indicative of the tne

state of the Bitooin eoonomy.

L Iniemet site: Bitcoin Wiki: “Secore Trading™; hips: /e n. bitcoin. ivwikifSecure_Trading: acoessed on 9

Febouary 2012 the spurce isa community wiki aimed at allowing anyone 10 freely document information ahoat

Bitcoin. [[sers nust create a froe account with a valid e-mail addsess we edil the Bitcoin Wiki. While this wiki is

adited by the community and may contain bizses, the FBI sssumes the information is generally indicative of the iroe

staie of the Bitcein economy.

UNCLASSIFIEDZFOR OFFICIAL USE ONLY



UNCLASSIFIEDAFOR OFFICIAL USE ONLY

* L) Inemeet site: Jason Mick: Daily Tech: * Internet Digital Black Friday: First Bitcoin “Depression™ Hits™: 10
Jumnee 2000 1 htpsffweww. dailyiechcom'Digital+ B lac k+Friday+Firsi+B o oins De pression+ Hitsfanicle |87 i
accessed on 16 June 2010 1; The sowce is an enline magazine publishing news, rescarch, and discussion on current
and wpooming acience and information technelegy isues.

(U Iniemeet site; Bitcoin-ote; “#hikcoin-oic markewplace™ ; hup:ibitcoin-oic.com; accessed on 14 Ociober 201 1;
The source s an online markeplace for the exchange and sales of hitooins.

= (U Indemet sibe; Bicoin Wiki; “Using kitcoin-oic™ ;) hitpsfwiki bitcoin-ode comiwikifUsingbilcoin-odc; accesaod
o 2] June 200 12 the souoe s 8 commmnity wild aimed st allowing anyomne 1o eely document infosmation abou
Bitcoin. sers must create a froe scoount with a valid e-mail addsess toedit the Bitooin Wild. While this wiki is
adited by the community and may contain inaccuracies, the FBl assumes the infomation s generally indicative of
the e state of the Bicoin community.

U yDaline publication; Federal Begiser Vol 76, Ko, 140; “Bank Secrecy Act Regulations; Definitions and Criher
Repulations Relating 1o Money Services Businesses™; 21 July 200 1; hap:Afwoww. gpogovi idsysdpke/FR-200 1-07-

2 1ipd 2000 1- 18306 pd |: accessed on @ March 2012 ; pages 43585-13597.

F U Inemeet site; Mi. Goo “Terms of Use™ 20 January 2012; hpsyimigos.com/fterns_of_service™ accessed on 7
March 20012 Mi. Gox is a thind- pany bitcoin trading platfoom

* (U Iniemeet site; Kevin Pouken; Wired: “New Malware Sieals Your Bitcoin™ 16 June 201 1;
hadpedfwewewe wired comfihestleve V20 LA hitcoin-malware, accessed 23 June 2001 1; The source is an online
publication that provides news reponing, commentary and feviews on innevation in echnology, science, business
and cultuse . Wired.com is part of the Conte Mast Digital Metwork.

U Indemet site: Timodhy B. Lee: Ars Technica; “A Risky Corrency? Alleged $500,000 Biicoin Heit Raises
Cuestions™; |5 June 201 13 htpefastochnica. combe ch-polic e ws 200 ASiosin-the -decontra lizad - viriual-

cur e yrisky-c urre noy - S0 0000- ki oin-heisi-raises-questions. as;, socessad 2 August 2001 The source is a
technslogy Web site that offers a mix of news, in-depih trend analysis and how-io isirocion Arsiechnicaosm is
];an of the Conte Mad Digial Network.

SHUWFOUO FBL Internet Crime Complaint Center; Complaint Refersal Foong 18 June 200 1; souro: isa

victimc ensumer oomplaint. The reliability cannod be ditemined.

MUY Internet Site; Bitooin Forum, 1 just got hacked —any help is welcome! (25,000 BTC stoken)™; 13 June 2001 ;
haips:hitcodmalk orgdindes. phpfopic= 16457.0; accessed | January 2002 The sowrce isa fomuem whene users post
messages discussing hilcoins.

= (L Indemet sibe; James Ball; The Guandian: “LolzSec Rogue Suspecied of Bitosin Hack™; 22 Jun 201 1,

bt fewewe o dian e oonkec hanol oy 2001 1 o220 il 250 c- rogue- suspe cled -of- hitcoin- hack: scoessed on & July
2011 The source is the online poblication of the United Kingdom's Guandizsmn new spaper.

Uy Indemet site: Jason Mick: Daily Tech: 19 June 2 11

htpe e dail vlechocom Inside +he+ Mega Hack+of+B itcointhe+Ful - Sorvfanticle? | 902 him: acocssed on 21
Jumnee 2000 1 the sousce s an online magazine publishing news, research and discussion on current and upeoming
science and information technology issues.

U Internet site; Sean Ludwig; YentureBeat: * Popular Bikcoin Exchange Mi. Gox Hacked, Priozs Drop o
Pennies™; 19 June 200 1; htpefvenureheatcomd 200 LA 19 poputar- bitcoin -exchange -mi- pos-hac kad- price s-doog-
to-pennies’; aocesied on 21 June 201 1 the souroe is ableg and online news site whose stated mission is wo provide
news abpul innovation for forward-thinking executives,

S {USFPOUD) FBL; Internet Crime Complaint Center; Complaint e fereal Formg 14 May 200 1; 23 Apeil 200 1; the
spurce B oa victimfconsumer conylaint and the reliahility cannod be detemined.

S {USFPOUD) FBL: 2 Jun 201 1; FBI Information: Source is an Internet security reseancher who hes reporied reliably
i the pest.

=AU a s, endaate J0.

“UNFOUD) FBL IR 4213 3647 11 18 July 2001: 31 May 201 1; “{ UAFOUD) Compromise of Compuier
Chisters at Identified US Universities for the Purpose of Manufacturing % irfual Cumrency, a5 of May 20017
UNCLASSIFIEDGFOR OFFICIAL USEOQNLY: SECRETSNOFORN: a collaborative source with exoellent acoess,
miuch of whose reporting has been oorroboraied over the past two years.,

“(USFOUD) FBL IR 4213 3754 11: 25 July 201 1 May 201 1; “{U#FOUO) Updae 1o Compromise of Computer
Clusters at dentified US Universities for the Purpese of Manufactoring YVinual Cumrency, & of May 20017,
INCLASSIHEVFOR OFFICIAL USEOQKRLY, UNCLASSIFIEDGHO R OFFICIAL USE ONLY a collaborative
spurce with excellent access, much of whose reporting has been cormohoraied over the past iwo years.
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=L Inemeet Site; mo the rhoard v * How i Get Rich on Bilcoin, by a System Administrator Who's Secreily
Crrowing Them on His School's Compuiers™; 27 May 200 1 g S wow motherbosrd v 200 1552 T how-10- get-rich-
an-hitosin-by-a-system-adminsirator-whe- s-secnetl y-growing -them-on- his- shool-s-ocomputers; acossaed on 14
Ocwober 200 12 the sowee is 8 Web sie dodicated 1othe meeting peint of science, echnology, and culture. I is
powered by a community of writers and vidoo producers,

Uy Online publication; Federal Begisier Yol. 76, No. L40; “Bank Secrecy Act Begulations; Definitions and Oiher
Regulations Relating to Money Services Businesses™; 21 July 200 1 hapeffwwow opo govd fds v SploeFR-201 1-07-

2 Lpd 200 1-1 8308 pd 1 socessed on D March 2002 page 43596,

Uy Online publication; Federal Regisier Vol. 76, No. 140; “Bank Secrecy Act Repulations: Definitions and Oither
Repulations Relating 1o Money Services Businesses™; 21 July 200 1; hap:dAfwoww. gp o govi idsysdpkg/FR-200 1-07-

2 1pd 200 1-1 8308 pud |: accessed on @ March 2002 ; pages 4358513597,

Uy Daline publication; Federal Begister Viol. 76, Ko, 140; “Bank Secrecy Act Regulations; Definitions and Criher
Repulations Relating o Money Services Businesses™; 21 July 200 1; hap:Afwoww. gpogovi idsysdphe/FR-200 1-07-

2 1pd 200 1- 18307 ped 1 aocessed on P March 2002 page 4359,

(1N Internet site; Bitcoin Wiki; “FAQ Page™; hup:/Ven.bitcoin ivwiki/FAQY: accessed on 20 January 2012; the
spurce B oa community wiki aimed at allowing anyone 1o freely decument information about Bitcein. Users nmusi
creaie a Mo account with a valid e-mail address woedin the Biteoin Wiki. While this wiki s edited by the community
and may contain bisses, the FBI sssumes the information is generally indicative of the true state of the Bitosin

EC I,

(L [n}::mm aite: Swephen Chapman: ZDMNet; “Bitcoin: A Guide 1o the Futuse of Cornency™; 15 June 2011,

Tt fewewe mdine e omablog MV bitooin-a -pui de-to- the -Duure-of -cursnene yS0601 : accesaod on 21 Jume 200 1 the
source, available in seven regional editons, s anonline resource of technology-relaked isswes featuring blogs,
product reviews, softwane downlosds, white papers and rescanch.
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FEI Custormer Satisfaction Survey

Procuct Title:
Posted Date;
(Lstomer Agency: Select. . . Cther:

Cistomer Role: Seleet. . .
Customer Resporsibilities

Citomer® Program; Select. ..

Cistomers Region: Select. . .
Relevance to your intelligence needs - Ched: one

Sormewhat 5I;|1;-|';J':,-
Ciz acres Disagres

This Procuuct increased my knowledge of an issue or bopic? O O O O O
The prociuct helped me decide on a course of action? () O O O O
This product ves timelyto myinteligence needs? (O O O O L

How did you wse this productin support of your mission?

Inteqrated inko one of my own organizetion's finished products or intelligence reparts
[ Shared contents with federal partrers?
IF 50, who?
Shared contents with foreign partners?
IF s, who?
[ Shared contents withstate, locz
I 50, who?

Shared contents with privete sector pertners?
I 50, whe!

and tribal pertrers?

Addtional Comments

[ame;
Contact Mumber or Email;
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